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Abstract

This paper describes the procedure for the development of multi-scrolls and 1-
2-3 directions chaotic systems, based on saturated nonlinear functions SNLF.
Moreover, we explain how to design a system based on chaotic oscillators for
encryption, transmission and decryption of messages which for this paper are RGB
type. Finally, the encryption, transmission, and decryption processes were done
through a graphical user interface developed on Matlab® software for an immediate

application of the encryption techniques and SNLF chaotic algorithms.
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Resumen

Este trabajo muestra el procedimiento para el desarrollo de un sistema cadtico
de multi-enrollamientos en 1-2-3 direcciones, basado en funciones no lineales
saturadas SNLF. Ademas, se explica como disefiar un sistema basado en dichos
osciladores para la encriptacion, transmision y decodificacion de mensajes, que
para este articulo son imagenes RGB. Finalmente, los procesos de encriptacion,
transmision y decodificacion de las imagenes fueron hechos a través de una
interfaz grafica de usuario desarrollada en el software Matlab® que le permite al
usuario aplicar de manera inmediata las técnicas de encriptacion usando
algoritmos caoticos de SNLF.
Palabras Claves: Encriptacion, imagen RGB, SNLF, Oscilador de Chua, Sistemas

caoticos.

1. Introduction

The study of chaos has been of great interest to researchers in the last few decades
perhaps due to its potential applications. The concept of chaos was first studied by
Henri Poincaré, a French mathematician between 1887 and 1890. He was the first
to point out that many deterministic systems display a sensitive dependence on
initial conditions. It is noteworthy to state that the study of chaos was actually an
unexpected discovery born from a mistake Poincaré made while solving the
infamous “three-body problem”. He stated that small differences (i.e. error) in the
initial conditions of a deterministic system lead to very great differences in the final
phenomena.

However, it was not until 1963 that the term chaos theory was coined by Edward
Lorenz, a meteorologist. It is interesting to note also that his discovery of chaos was
also accidental. Chaos theory, also known as the “Butterfly Effect” in 1972, became
a subject of research ever since.

The study of chaos has shown that the phenomenon has three major properties,

namely oscillating (aperiodic) movements, deterministic and sensitivity to initial
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conditions [Sprott, 2003]. Chaos has oscillating movements because the
trajectories do not fit a fixed point, periodic orbit or quasi-periodic orbit. It is
deterministic because the system is not random. The irregular behaviour of chaotic
system is as a result of its inherent nonlinearity. Chaos is sensitive to initial
conditions because very similar initial conditions produce different behaviours in
the trajectories after a long enough time. That is, trajectories beginning with very
close initial conditions eventually separate exponentially. This particular property
makes long-term prediction of chaos impossible.

Chaos has applications in several disciplines including telecommunications [Tlelo-
Cuautle, et al.,2015, Maldonado and Hernandez, 2007] in which secure information
transmission is of great importance. In this work, chaotic systems of SNLF type
were simulated and employed to encrypt, transmit and receive RGB images.

2. Methods

Non-linear Saturated Functions

A chaotic oscillator based on saturated nonlinear functions SNLF can be
described by the following system of differential equations 1 [Tlelo-Cuautle, et al.,
2013].

dx_

a7

dy

=1z €Y)
dz
E: —ax—by—cz+d1f(x;k,a;h:p:CI)

Where a, b, ¢ and d; are proposed positive real coefficients, with values in the
interval [0 1]. Zero initial conditions for x, y and z are also required due to the
interdependence of the state variables.

The system has a non-linear dynamic behaviour, thanks to the saturated
destabilizing function f (x; k; «,, h, p, q). The purpose of this function is to provide
feedback to the system and keep it oscillating without the need for an extra input

variable in the system. In addition, chaotic behaviour in the system is ascribed to
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the destabilizing function. The saturated nonlinear function can be described by a
piecewise linear (PWL) function whose shape depends on the number of scrolls
required in the chaotic system [Munoz-Pacheco et al, 2012]. The PWL
approximation of the SNLF is given by equation 2.

q
fGakhp,a) = ) fiGikoh) @

i=—p

Where k, < and h are parameters to describe the PWL segments, and p, g are used

to evaluate the number of scrolls.

Chaotic Oscillator of Chua

The Chua diode can generate an “n” number of scrolls in a dynamic system due
to its non-linear negative resistance behaviour. The system mentioned above can
be seen in figure 1 [Obeso-Rodelo, 2015].

EI ’\/:;/\/ lr’D

Figure 1 Circuit based on the Chua diode.

From the previous circuit the differential equations that describe their behaviour can
be obtained by applying the laws of Kirchhoff [Sanchez- Lopez, et al., 2011], being

expressed as in equation 3.

V.
C— 2 =6(Ve, = Ve,) —9(Ve)
V.
CZ d;z = G(I/C1 - VCZ) + lL) (3)
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Where G = %, Ve, Ve,» and i, are respectively the voltages in the capacitor C1, C2

and the current in the inductor. In addition, for the function that grants non-linearity

to the system, the function of the Chua diode is defined as equation 4.

1 dy
9(Ve,) = GV, + 5 (Ga = Gp)||Ve, + P = Ve, =PIl == x -y +2 4)

The system of differential equations above can be transported to a normalized

dimensionless form. The above is achieved by making the following changes of

variables x = &,y = @,z = i—L, =% And taking into account that a = 9,
P P PG G C1
B = LCTZ mo = RGa and m1 = RGp, the equation 5 is given.
2
dx
77 = ey —x—g()]
d
d—z =x—y +z
dz _
- By
1
g =mx + 5(mo — myllx + 1 — |x — 1] ()

As stated above, the function g(.) is responsible for the non-linear behaviour of the
Chua diode [Elhadj and Sprott, 2010; Yang and Chua, 2000; Guerra, et al., 2010].

Multi-Direction Oscillators
Chaotic oscillators can increase, in addition to the number of scrolls, the
directions of growth. To achieve this it is necessary to carry out the following
mathematical relations [LU and Chen, 2017; LU, et al., 2008] in equations 6-9.
X =BX + Bop(CX) (6)

X=(xy2)" (7)
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0 1 0
A= ( 0 0 1 ) (8)
—a —-b -—c
0 —d2/b 0
A= < 0 0 —d3/c) 9
dl dz2 d3

and C is the identity matrix.

Equation 6 is a general expression for the development of chaotic oscillators in 1-
2-3 directions, while the equations 7, 8 and 9 are specific descriptions for the
system of equations 1.

The matrix @(CX) represents the set of non-linear saturated functions generating
scrolls in 1, 2 and 3 directions as represented in equations 10, 11 and 12,

respectively [LU and Chen, 2017].

(f(x; klf Q, hlf pll Ch))
p(CX) = 0 (10)
0
f(x; kll a, hlf plf ql)
(p(CX) = (f(YI k21 a, h21 pZ' CIZ)> (11)
0

f(x; ky,a,he,p1,q1)
o(CX) = | f; ks, hy,02,92) (12)
f(z ks, a, h3, p3,q3)

Synchronization of Chaotic Oscillators of the SNLF Type

In this work, synchronization of SNLF oscillators was performed by state
observers. During synchronization by observers, the first system, the master, is to
which the state variables of the second system, the slave, will approximate. The
latter will take the observer of states.
The master system must be expressed mathematically such that it can adapt to the
observer of slave system states. Due to the above reason, both systems are
expressed in their Generalized Hamiltonian canonical form [Sanchez-Lopez et al,

2011; Carbajal-Gomez, 2015], thus fulfilling the expression in equation 13.
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oH oH
5c={](x)a+5(x)a+}"(x) (13)

Where the matrices H(x), J(x) y §(x) in equations 14, 15 and 16 respectively.

oM =M 14

92 = Mx (14)
J)+JTx) =0 (15)
Sx) =8T(x) (16)

In addition, F(x) represents the destabilizing function of the system, which in this
case is the SNLF function. In order to carry out the observer, it is necessary to give
an exit to the system. The system is shown in equation 17.
oH
y=C— an

Where C is a proposed matrix.

Once the master system is defined, the same is done with the slave system.
However, in the latter one must add the error together with the observer's profits,

leaving the expressions in equations 18 and 19.

. JoH OH
f=J(f)a—€+5(f)a—f+T(f)+%e (18)
—CaH 19
n= 3 (19)

K being the gain of the observer and e the error that is given by the following
expression in equation 20.

e=y—1 (20)

The above expressions are applied to the system of equations 1 and, according to
the proposed matrix C, different observers can be obtained. For this work,

observers were made with two different state variables. The variable x was used
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for the increasing oscillators in one and three directions and y for the increasing
oscillator in two directions.
For the oscillator increasing in one direction, the expressions are given in equations
21 and 22.
X; = X
X2 = X3 (21)
X3 = —ax, — bx, —cx3 +d.f(x; k,a,h,p,q)

Y1 =Yz +ki(x1 —y1)
V2 =y3+ ka(xy — y1) (22)
Y3 =—ay; —by, —cys +d.f(x;; k, o, h,p,q) + k3(x; — 1)

For the oscillator increasing in two directions, the expressions are given in
equations 23 and 24.

. d,

xl = xz - ?f(x21 kr a, hl p: Q)

X'Z = X3 (23)
5(3 = —ax1 —_ bxz - ng + dlf(xl; k: a, hr pr Q) + de(xz; k’ a, h” p’ q)

) d
Vi=Y2— sz(xzi k,a,h,p,q) + ki(x; — y2)

Y2 =y3 + ka(x2 — y2) (24)
y3=—ay; — by, —cys +dif(x; ka0, hp,q) + dof (x5 k, @, b, p, @) + k3 (xz — y2)
For the oscillator increasing in three directions, the expressions are given in

equations 25 and 26.
d
xl = xz - ff(xZI kr a, hl p: Q)
: ds
X2 = X3 —7f(x3;k, a,h,p,q) (25)

5(3 = —ax1 —_ bxz - ng + dlf(xl; k: a, hr pr Q) + de(xz; k’ a, h” p’ q)
+ d3f(X3; k, a, h' p' CI)

Pistas Educativas Vol. 40 - ISSN: 2448-847X
Reserva de derechos al uso exclusivo No. 04-2016-120613261600-203

http://itcelaya.edu.mx/ojs/index.php/pistas
~159~



Pistas Educativas, No. 130, noviembre 2018, México, Tecnoldgico Nacional de México en Celaya

. d
YVi=Y2— ff(xzik’ a,h,p,q) + ki(x; —y1)

d
Y2 =Y3— ?3f(x3; k,a,h,p,q) + ky(x; — 1) (26)

Y3 =—ay; — by, —cys +dif(xi;k,a,h,p,q) + daf (X35 k,a, h,p, q)
+ d3f(.X'3; k' Q, h' pl q) + k3(x1 - Y1)

Encryption of Information with Chaotic Oscillators

With the synchronization of chaotic systems it is possible to create a secure data
transmission system [Sanchez-Lopez, et al., 2011]. In this work, this system was
made taking as an advantage the error induced between the state variables in the
systems. Given that the slave system follows the master system in its behaviour,
the state variables do not present any variation so that it is possible, after a while,
to induce an error. This induced error represents the information to be encrypted.
Working with observers requires that a specific state variable be used to correct the
error, leaving two variables available for the encryption of the information. Before
continuing the explanation with each system independently, it is necessary to clarify
what was the sequence followed for the encryption, sending and decryption of
information in all systems.
First, the master and slave systems were executed until a maximum error of
0.0000001 was obtained, which is enough to declare both systems synchronized.
Once the synchronization is achieved, each determined number of points is sent a
data of the information to be encrypted to the master system. The master system
automatically recognizes the amount of time that must be executed according to
the size of the image. In each of these points a state variable is injected with a byte
of information of the image to be transmitted. Because the systems are
synchronized, the slave system receives from the master system the signal of the
state variable that has the encrypted signal. Despite this, the slave system still
receives the error correction signal. Taking into account that this must be less than
0.0000001, the master-slave system must be able to recognize a large error by

subtracting the state variables that contain the encrypted signal.
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For the system with chaotic oscillators increasing in one direction, the variable x;
was used as the encryption variable, so that the master system sends only the
variables x; and x; to synchronize the systems and encrypt the image, respectively.
In the system with chaotic oscillators increasing in two directions, the variables x,
and x; were used to synchronize the systems and encrypt the information,
respectively. In the case of the system with chaotic oscillators increasing in three
directions, the variables x; and x, were used to synchronize the systems and
encrypt the information, respectively. A graphical user interface was made in
Matlab® with the purpose of simulating the synchronization of the systems and the
encryption of the information to be transmitted. The interface allows you to select

the type of oscillator and the image you want to transmit.

3. Results

Chaotic oscillator of the SNLF type were used to generate multi-scrolls in multi-
directions. For example, figures 2 shows chaotic oscillator of the SNLF type in a)
one, b) two and b) three directions, respectively. All oscillators have ten (10) scrolls

in the proposed directions.

X -Y Plane X -Y Plane
1 10
-1 -10" - :
-10 -5 0 5 10 -10 -5 0 5 10
X X
a) 1-D. b) 2-D.
X -Y Plane
)
>0
-5
-10 -5 0 5 10

c) 3-D.
Figure 2 Chaotic oscillator SNLF of 10 scrolls.

For all systems, a saturation of 300 units and an integration step of 0.1 was
established. In addition, all physical parameters were assigned a value of 0.7. For
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the system 21, these initial conditions were used: x;(0) = 0, x,(0) = 0 and x3(0) =
0.1.

For the system of differential equations 22, which is the slave system of system
(21), these initial conditions were used: y;(0) = 1, y,(0) = —0.5 and y;(0) = 3. The
observer gains used were k; = 2, k; =2 and k; = 7.

In order to not saturate the computer system used, only the results obtained for
oscillators of 10 scrolls increasing in one direction will be shown. For the phase

spaces of the systems 21 and 22, figure 3 was obtained.

Phase spaces: master/slave systems (x1 vs y1)
2 . . . . .

0L

x1
a) (X1 vs y1).

Phase spaces: master/slave systems (x2 vs y2)
2 . . . . .

-0.6 -0.4 -0.2 0 0.2 0.4 0.6
X2

b) (x2 vs y2).

Phase spaces: master/slave systems (x3 vs y3)
4 T T T T

x3
c) (x3 vs y3).
Figure 3 Phase space with 10 scrolls.

As one can see, the system has irregularities for a long time of iterations. This is

due to the separation between initial conditions and the time in which the state
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observer achieves synchronization. In figure 4 one can see the error between the
master and slave systems for each state variable, as well as the number of

integrations needed to achieve synchronization.

Sychronization error: el=x1-y1
05 T T

3 ‘NNN'I)'&'ﬂ'ﬂ'ﬂ'ﬂww
S -05
m
-1 . ‘ ‘ ‘
0 1000 2000 3000 4000 5000
Time
a) (e1=xa-y1).
Sychronization error: e2=x2-y2
g o ‘W}‘m|l’|1'ﬂ'h'mwww~
e
|
2 . ‘ ‘ ‘
0 1000 2000 3000 4000 5000
Time
b) (e2=x2-y2).
Sychronization error: e3=x3-y3
o e
g "}|‘0'||I\'|‘I\||\]\||\][|vam
S -2
|
-4 . . , L
0 1000 2000 3000 4000 5000

Time
C) (e3=X3-Y3).

Figure 4 Error between systems with 10 scrolls in 1-D.

The systems seem synchronized from the 2.200 integration. However, the
computer does not consider a complete synchronization until the error is less than
0.0000001. Taking into account this, it was until the 4.352" jteration that the
computer took as the synchronization of the master-slave systems.

For the case of the oscillator increasing in two directions, the system of differential
equations 23 was used applying the initial conditions: x;(0) = 0.5, x,(0) =1 and
x3(0) = 0.7.
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For the slave system of equation 23, which is described by means of the differential
equations 24, the initial conditions y;(0) = 0.1, y,(0) = 0.2 y3(0) = 0.4 and were
used, as well as the observer gains k; = 0, k, = 0 and k; = 2.

Only the results obtained from the synchronization of a master-slave system of 20

scrolls in 2 directions will be presented, figure 5 shows the phase states.

Phase spaces: master/slave systems (x1 vs y1)
10 . .

yl

x1
a) (X1 Vs y1).

Phase spaces: master/slave systems (x2 vs y2)
8 , ; :

6|

X2
b) (x2 vs y2).

Phasze spaces: master/slave systems (x3 vs y3)

X3
C) (X3 VS y3).

Figure 5 Phase space with 20 scrolls in 2-D.

As can be seen, the system has certain irregularities for a long time of iterations.
This is due to the separation between initial conditions and the time in which the

observer achieves synchronization. Errors between systems are shown in figure 6.
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Sychronization error: el=x1-y1
15 ‘ : ‘

1

=)
o 05
S |
= I
BN
-0.5 ‘ ‘ ‘ ‘
0 1000 2000 3000 4000 5000
Time
a) (e1=x1-y1).
Sychronization error: e2=x2-y2
~ ‘h ,
S ol
= "
S }I
w
-1 ‘ ‘ ‘ ‘
0 1000 2000 3000 4000 5000
Time
b) (e2=x2-y2).
Sychronization error: e3=x3-y3
) ll\
2 0 HHWVW
s |
w
-2 . . . .
0 1000 2000 3000 4000 5000

Time
C) (e3=X3-Y3).

Figure 6 Error between systems with 20 scrolls in 2-D.

For this case, it takes about 736 iterations to stabilize both systems. Applying the
same criterion of an error less than 0.0000001, it is after the 1,481th iterations that
the computer considers synchronized to the master-slave system.

In the case of the differential equation systems 25 and 26, which represent the
master and slave systems respectively, the initial conditions x; (0) = 0.5, x,(0) = 1
x3(0) = 0.7, y,(0) = 0.1, y,(0) = 0.2 and y5;(0) = 0.4 were used. The profits of the
observer of the system (26) are k; = 2.3, k, = 0.1 and k3 = 0.1. To finish with the
results as far as synchronization is concerned, the graphs obtained from the system
with increasing oscillators in three directions and with 50 scrolls will be shown. The

graphs of the phase states are presented in figure 7.
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Phase spaces: master/slave systems (x1 vs y1)
15 ; ; ; ; ;

11

yl

05 |

0.2 0.4 0.6 0.8 1 1.2 1.4
x1

a) (X1 vs y1).

Phase spaces: master/slave systems (x2 vs y2)
2 T T T T

1L

[\
>
0L

-1

-1 -0.5 0 0.5 1 15
X2

b) (x2 vs y2).

Phase spaces: master/slave systems (x3 vs y3)
2 T T T

1L

®
>
0L

-1

-1 -0.5 0 0.5 1
x3

C) (X3 VS y3).

Figure 7 Phase space with 50 scrolls in 3-D.

It can be seen that the system does not present many variations, suggesting that
the system takes less time to synchronize. Figures 8 confirms that the
synchronization time is actually shorter.

Figures 8 demonstrates what was stated above, since the error does not exceed
the unit, making the system stable, managing to be around only 1,994 iterations.
However, the computer does not establish a complete synchronization until 2,090
iterations. The tests carried out in the systems suggested that they had a fast
convergence to the master system using the variable x1 in any case, but the
behaviours in the variables x2 and x3 do not present behaviour as erratic as that
seen in xi1. That is why it was decided to try to synchronize the systems with the

variable xi, leaving the safety level as a priority to speed. However, in the case of
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the oscillator increasing in 2 dimensions it was not possible to do the

synchronization using the variable xa; it is for this reason that it was decided to use

the variable x2.

0.4

0.2 |

Error (el)

-0.2

0.5 |

Error (e2)

-0.5

0.5

Error (e3)

-0.5 |

Sychronization error: el=x1-y1

o

4000 6000

Time

2000

a) (e1=x1-y1).

Sychronization error: e2=x2-y2

8000

4000 6000

Time

2000

b) (e2=x2-y2).

Sychronization error: e3=x3-y3

8000

4000 6000

Time

2000

) (e3=x3-ya).

8000

Figure 8 Error between systems with 50 scrolls in 3-D.

Thanks to the proposed saturation of 300 units, oscillators acquire values ranging

between 500 and -500 units. The above allows the injection of the image bytes

without any scaling, since the RGB values of each pixel in the image are within the

closed interval [0 255]. Thanks to the above, the quality of the image to be

transmitted is not modified in any way.

The image was sent byte by byte, and layer by layer, until the encryption,

transmission and decryption were completed.

Pistas Educativas Vol. 40 -

ISSN: 2448-847X

Reserva de derechos al uso exclusivo No. 04-2016-120613261600-203
http://itcelaya.edu.mx/ojs/index.php/pistas

~167~



Pistas Educativas, No. 130, noviembre 2018, México, Tecnoldgico Nacional de México en Celaya

The results shown by the interface in Matlab® for transmitting a 271x186 RGB
image in the three cases are contained in figures 9-11.
The correlation value permits to evaluate the close relationship between two

images. The equation to compute the correlation coefficient is given in equation 27.

Zm Zn(Amn - Z)(an - E)

r= (27)
\/(Zm Zn(Amn - A)z)(z:m Zn(an - B)z)
Number of Directons Operations. IPN
@ 1 Dirscton (1-0) f:::*“""" GITE_B'
- [P s

Mumber of Scrolis Execute

10 Scrols.

Synchronize Attractors

TRANSMITTED IMAGE

11

Figure 9 Transmission of image with 10 scrolls in 1-D.
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Figure 10 Transmission of image with 20 scrolls in 2-D.
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Figure 11 Transmission of image with 50 scrolls in 3-D.

The metrics shown in table 1 gives the correlation value between the original image

and the encrypted image as well as the received image.

Table 1 Correlation Coefficients.

Oscillator Correlation Value
Encrypted Image Received Image
10 Scrolls 1-D 0.0214 1
10 Scrolls 2-D 0.0162 1
20 Scrolls 2-D 0.0118 1
20 Scrolls 3-D 0.0018 1
50 Scrolls 3-D 0.0005 1

4. Discussion

As can be seen in table 1, when the system increases the number of scrolls and
directions, the correlation between the encrypted signal and the original is
decreasing [Obeso-Rodelo, 2015]. When deciphering the information, the system
is able to obtain the image again virtually intact. This is the result of a strict criterion
in the synchronization of the systems. It should also be mentioned that the system
with fifty scrolls in three directions (figure 11), is more secured than the system with
twenty scrolls in two directions (figure 10), which in turn is more secured than the
system with ten scrolls in one direction (figure 9). This indicates that it is better to
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opt for the growth in directions to the growth in scrolls. Finally, these parameters
are directly related to the saturation given in the system.

Compared to other non-chaotic techniques [AL-Laham, 2015; Abdul Jaleel and
Thomas, 2013; Wang X., Pei Q. and Li, 2014], the image transmission technique
proposed in this work is less susceptible to interception because chaotic signals
are known to be insensitive to initial conditions. Also, chaotic signals have a noise-
like time series which makes transmission harder to detect by hackers when
implemented in a physical transmission system. In addition, different chaotic

systems can be implemented in this technique to achieve more robustness.

5. Conclusions

In this work, a methodology for encrypting, transmitting and decrypting a RGB
image using SNLF chaotic systems was proposed. The systems utilized multi-
scrolls in 1, 2 and 3 directions. Statistical analysis was carried out to show the
confidentiality of the transmitted image. The results suggest that the systems
present a fast synchronization using the first variable of the system as a
synchronization variable, although this leaves the system with less security. In spite
of this, the systems can compensate in this aspect if the saturation of the system is
increased. The security of the system increases as the directions and scrolls do.
However, it is always better to opt for growth in directions, since this presents an

even more erratic behaviour in all state variables, compared to the growth of scrolls.
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